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    Along with the fast development of the information technologies globally and 
the information infrastructure constructions of China, the safety issue of the 
government computer networks is gaining more and more concern. If a good solution 
to the safety issue of the office networks can’t be found, the government secrets may 
be leaked and the network assaults may easily happen, which will have a bad effect on 
the credit of the government and the harmony and stability of the society. The main 
problems of the government computer networks are as follows: constant risk of being 
infected with viruses, the low reliability of the transmission of government 
confidential information, the potential threat of external and internal assaults. Besides 
this, the investment and management to the information security field is much less 
than the requirements of network security defense. 
    This dissertation begins with a summary of the current situation of the local tax 
computer systems and the security threats they are facing at the moment. Then this 
dissertation points out that the main security aims of the government office systems 
are preventing from the internal and external invasions and assaults, preventing 
unauthorized accesses, and other faking, modifying activities, preventing the 
confidential information from being leaked and destroyed. According to the security 
problems that the government office networks are facing at the moment, this 
dissertation analyzed and studied the information data security in different security 
technical aspects. The system hardware security and data storage security of the local 
area networks are mainly discussed, showing the corresponding security requirements. 
The two main problems- network security technologies and network security 
management are proposed. An integrated solution to the defense problem are 
suggested, which includes information data division, network storage, disk space 
dividing, backup and recovery, identity recognition, virus preventing and killing, 
prevention of electromagnetic leaking and security check in ways that combines 
several layers of information data security, management and applications. At last, this 
dissertation took the system of a tax office of a city as example. In accord with the 
requirements of the system, the security design and implementation plan is given.  
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